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Discover More about the EXIN EHF Certification

Are you interested in passing the EXIN EHF exam? First discover, who benefits
from the EHF certification. The EHF is suitable for a candidate if he wants to
learn about Data Protection and Security. Passing the EHF exam earns you the
EXIN Ethical Hacking Foundation title.

While preparing for the EHF exam, many candidates struggle to get the
necessary materials. But do not worry; your struggling days are over. The EHF
PDF contains some of the most valuable preparation tips and the details and
instant access to useful EHFE study materials just at one click.

EXIN EHF Ethical Hacking Foundation
Certification Details:

Exam Name EXIN Ethical Hacking Foundation
Exam Code EHF

Exam Price $228 (USD)

Duration 60 mins

Number of Questions 40

Passing Score 65%

Schedule Exam Pearson VUE

Sample Questions EXIN EHF Sample Questions
Practice Exam EXIN EHF Certification Practice Exam

EXIN EHF Syllabus:

Topic Details
Introduction to Ethical Hacking - 15%

The candidate can ...
Hacking Ethics - understand the legal implications of hacking.

- describe different types of hackers.

The candidate ...

- knows the difference between the white and black
Basic Principles box test.

- can describe different phases in the hacking

process.
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Topic Details

Network Sniffing - 10%

The candidate ...

- knows different kind of tools for Network Sniffing.
- knows how to use the most common tools for
Network Sniffing.

The candidate ...

Extracting Information |- knows the function of HTTP headers.

- can extract information from HTTP headers.

Tools

Hacking Wireless Networks - 10%

The candidate can ...

Preparation - find information of his own network adapter.
The candidate ...
- can explain Airodump-NG.
Aircrack-NG - knows the different kind of functions of tools within

Aircrack.
- knows what ESSID&BSSID means.

System Penetration - 35%

The candidate ...

- knows how to find information on a target online.
- knows how to find information on a target within a
network.

The candidate ...

- Can scan a target.

- knows how to combine tools.

The candidate ...

Software Tools (Nmap, - knows how to find vulnerabilities based on scanning
Metasploit) results.

- knows how to perform manual fingerprinting.

The candidate ...

Intel Gathering

Fingerprinting &
VVulnerabilities

Exploitation & Post - knows how to exploit a vulnerability with Metasploit.
Exploitation - knows how to extract system information after
exploitation.
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Topic Details

Web-based Hacking - 30%

The candidate ...

- knows the steps to test for SQLi vulnerabilities.

- can explain how to extract data with SQLI.

- knows the following functions: CONCAT,
LOAD_FILE, UNION, SELECT, @@version, ORDER
BY, LIMIT

The candidate ...

- knows how to create an XSS PoC (Proof of

Client Side Attacks Concept).

- knows the basics of session hijacking i/c/w XSS.

- knows how to bypass basic XSS filters.

The candidate ...

- knows how RFI is performed.

- knows basic functionalities of php shells such as r57
and c99.

- knows the difference between Bind & Back connect
shells and what they do.

Database Attacks

Server Side Attacks

Broaden Your Knowledge with EXIN EHF Sample
Questions:

A tester is conducting a penetration test on a web server. She begins the test with a banner
grabbing attack. She has already verified that the web server is running a Linux distribution.
However, the HTTP banner reports that it is running IIS version 8.

What type of defense is the web server administrator using?

a) Folder redirection
b) Port obfuscation
¢) Process redirection
d) Service spoofing

Answer: d
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You are performing a penetration test and are asked to test the authentication strength of a
storage device. You have not received the IP address of the host, but you were told that the
system sends a message to the network's broadcast every five minutes. What could you use
to find the IP address of the host?

a) Ncrack
b) Netdiscover
c) Wireshark

Answer: c

Question: 3

Someone has breached a website and managed to keep it a secret. The hack was not part
of an assignment and there was no permission. What is this person called?

a) White hat hacker
b) Hacktivist
c) Scriptkiddie
d) Black hat hacker

Answer: d

Question: 4

What is a function of the R57 shell?

a) Implementing a web-based version of Metasploit
b) Viewing and transferring files
c) Viewing the webcams of visitors towards the website

Answer: b

Penetration testers sometimes use shells to communicate and find vulnerabilities in systems.
One type of shells is so-called 'Bind Shells'. In certain scenario's these are ineffective. Why
is that?

a) Firewalls will block any traffic on a port the Bind Shells tries to communicate on

b) Windows 7 and above cannot run shell commands anymore if the user is not an
administrator

¢) Bind Shells only run on terminal based operating systems

Answer: a

EXIN Ethical Hacking Foundation Certification Practice Exam 5


http://www.certfun.com

e certfun:

EHF Exam Questions

Question: 6

What is the primary goal of an Ethical Hacker?

a) Avoiding detection

b) Determining return on investment (ROI) for security measures
¢) Resolving security vulnerabilities

d) Testing security controls

Answer: d

Question: 7

A hacker managed to find an XSS vulnerability. Now she wants to take over sessions.
Where does she need the data retrievable from?

a) document.session
b) session.cookie
¢) document.cookie

Answer: c

Question: 8

What can be used to create a connection between your machine and the website you have
your R57 shell running on?

a) Eval function
b) Backconnect shell
c) Reverse shell

Answer: b

Question: 9

You have saved the output of an Nmap scan in XML format. What should you use to import
the scan results within Metasploit?

a) db_import
b) nmap_import
c) scan_import

Answer: a
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Question: 10

When creating an XSS PoC, what is the function that provides a pop-up?

a) popup()
b) window.popup()
c) alert()

Answer: c

Avall the Study Guide to Pass EXIN EHF Ethical
Hacking Foundation Exam:

e Find out about the EHF syllabus topics. Visiting the official site offers an
idea about the exam structure and other important study resources.
Going through the syllabus topics help to plan the exam in an organized
manner.

e Once you are done exploring the EXIN EHF syllabus, it is time to plan
for studying and covering the syllabus topics from the core. Chalk out the
best plan for yourself to cover each part of the syllabus in a hassle-free
manner.

e A study schedule helps you to stay calm throughout your exam
preparation. It should contain your materials and thoughts like study
hours, number of topics for daily studying mentioned on it. The best bet
to clear the exam is to follow your schedule rigorously.

e The candidate should not miss out on the scope to learn from the Ethical
Hacking Foundation training. Joining the EXIN provided training for this
EXIN certification exam helps a candidate to strengthen his practical
knowledge base from the certification.

e Learning about the probable questions and gaining knowledge regarding
the exam structure helps a lot. Go through the EXIN EHF sample
questions and boost your knowledge

e Make yourself a pro through online practicing the syllabus topics. EHF
practice tests would guide you on your strengths and weaknesses
regarding the syllabus topics. Through rigorous practicing, you can
improve the weaker sections too. Learn well about time management
during exam and become confident gradually with practice tests.
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Career Benefits:

Passing the EXIN EHF exam, helps a candidate to prosper highly in his career.
Having the certification on the resume adds to the candidate's benefit and helps
to get the best opportunities.

Here Is the Trusted Practice Test for the EXIN EHF

Certification

CertFun.Com is here with all the necessary details regarding the EHF exam. We
provide authentic practice tests for the EHF exam. What do you gain from these
practice tests? You get to experience the real exam-like questions made by
industry experts and get a scope to improve your performance in the actual exam.
Rely on CertFun.Com for rigorous, unlimited two-month attempts on the EHF
practice tests, and gradually build your confidence. Rigorous practice made
many aspirants successful and made their journey easy towards grabbing the EXIN
Ethical Hacking Foundation.

Start Online practice of EXIN EHF Exam by visiting URL
https://www.certfun.com/exin/ehf-exin-ethical-hacking-foundation
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